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EXECUTIVE SUMMARY

This Tactics, Techniques, and Procedures (TTP) document describes the processes
that end users with a “dual persona” to expose the PIV Authentication Certificate on
their Common Access Card(s), which they will then use to authenticate to DoD

Enterprise Email (EE).
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1 The PIV Authentication Certificate Activation Process

Being able to use a PIV Auth cert is a two step process. Activate the PIV Auth certificate using
RAPIDS Self Service (RSS), and then make the certificate available to Windows.

The RAPIDS Self Service portal has many features and capabilities, but actually has two
different options for activating the PIV Auth certificate. Based on past experience with the
original software, RSS has developed a new PIV Auth activation capability with more robust
functionality and performance. This document is about using that new capability.

IMPORTANT NOTE: The primary reason for activating the PIV Authentication certificate is that
each dual persona user must use the PIV Auth certificate to authenticate to Enterprise Email.
As a dual persona individual, you will always use this certificate to authenticate to
Enterprise Email.

2 Step 1: Ensure that your computer will trust the websites.

The new PIV Auth activation capability makes use of some enhanced Java features and we
have found that most DoD computers don’t trust the DMDC websites providing the Java
application. Although you can set either IE or Java to trust the websites, it is simplest to have
Java trust those sites.

1) Open the “Control Panel” on your computer and then double-click the Java icon to open the
Java Con;rol Panel.

_A| Getting Started Q.& HomeGroup ){, Indexing Options
. Internet Options |.:_‘| Java <z Keyboard
} ij ;Ziasgf; and Other @ Mal Java Control Panel _? Mouse
Figure 1. Javaicon in the Control Panel

2) On the Java Control Panel, select the “Security” tab.

General | Ja\ril Security | ld\ranced|
———r

About

View version information about Java Control Panel.

MNetwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Network Settings...

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Metwork Settings

Temporary Internet Files

[ Settings. .. ][ Wiew... ]

Java in the browser iz enabled.  See the Security tab

Figure 2. The Java Control Panel



3) On the Security tab, make sure the following two sites are in the “Exception Site List” area:
= https://www.dmdc.osd.mil

= https://pki.dmdc.osd.mil

Java Control Pane

| General | Java | 5ECUFitY§| Advanced

Enable Java content in the browser

Security Level

i - - Very High
|-

[__» High {minimum regbmmended)

Medium

Java applications identified by a certificate from a try&ted authority will be allowed to run.

Exception Site List

Applications launched from the sites listed below will be allbwed to run after the appropriate
security prompts.

https: /fwww . dmdc, osd. mil
https: {fpki. dmdc. osd. mil

Edit Site List...

A
Restore Security Prompts ] [ Menage Certificates...

Cancel ] Apply

Figure 3. Security tab in the Java Control Panel

4) If those two sites are not listed, They will need to be added. Click the “<Edit Site List...>”
button.

5) On the Exception Site List window, click the <Add> button.



" “
!_, Exception Site List [t

Applications launched from the sites listed below will be allowed to \un after the appropriate security
prompts.

Click Add to add an item to this list.

"’?‘h FILE and HTTP protocols are considered a security risk.
We recommend using HTTFS sites where available.

Figure 4. Exception Site List

6) Add the two URLs (site addresses) to the Location list, clicking the <Add> button to add
each new line in the table.

Ll b
= . =

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

https: /fwwvew . dmdc, osd, mil
https: //pki.dmdc. osd.mil

"ﬁh FILE and HTTP protocols are considered a security risk.,
We recommend using HTTPS sites where available.

Figure 5. Adding sites to the Exception Site List

7) Click <OK> once both site addresses are listed and then click <OK> to close the Java
Control Panel.

3 Step 2: Access RAPIDS Self Service portal

1) Ensure that your CAC is inserted into its reader and sign on to the RAPIDS Self Service
Portal by going to: https://www.dmdc.osd.mil/self_service/


https://www.dmdc.osd.mil/self_service/

2) When the RSS website opens click the <Sign In> button.

RAPIDS Self-Service

Certain ActivClient 7 configurations do not work for add/change email address, add PCC to UPN, activate PIV, download applications,
nomination of family members,
creation of Form DD 1172-2, or reissuance of family member ID Card. Contact the Help Desk if you have problems with these activities.

Sign In Need Assistance?

(" N - ~ For issues with your ID card or
Renew/Replace Family ID . problems with sponsor or family
Cards CAC Maintenance member data, please contact a

Update Your Email Address local ID card office.

Renew/Replace Family ID Carqls Download Applications ID Card Office Locator )
Update Your Contact Information Activate the PIV Authentication
Update a Family Member's Contact Certificate If you are having problems with
Informatlor_1 Add PCC to UPN this website please contact us.
Add a Family Member

L ) A / Contact Us )

Sign In

Figure 6. RAPIDS Self Service website

3) Accept the DoD Notice and Self-Service Consent by clicking <OK>

@ https://pki.dmdc.osd mil/self_sevice_beta/consenticentinucTolrl=22Fs O ~ @ B & X | @ rapids.rss: Consent to Moni... X

File Edit View Favorites Tools Help

Information and Technology for Better Decision Making

ID Card Office Online

Self-Service Consent to Monitor

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG beneficiary self-service-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the fellowing conditions:

* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring,
network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

While all personal identifying information (PII) data stored on this IS is protected under the Privacy Act of 1974, all communications using this IS, and the
data captured to support this IS, are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG
authorized purpose.

This 1S includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.
Motwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged

communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User Agreement for details.

Contact DMDC || Accessibilit o S| | USA.gov || No Fear Act Notice

#100% -

Figure 7. Consent to Monitor



4) Click the <Login> button.

Serving Those Who Serve Our Couniry

(P Help Center) (=:+)

CAC @

Common Access Card

PLE
S

| &

|
e ’ Tl
% e

ol

Need a DS LOGON? l

Register

Have a DS LOGON activation letter? l Activate

. Needitounarade vour DS INOGON? |

Figure 8. CAC Login to RSS

5) When the dialogue box with your certificates pops us, select the “DoD Email CA-xx”
certificate and click the <OK> button.

Windows Security ﬁ

Select a Certificate

-

[ WILSOMN.MICHAEL.P.10150...
[Tt
I‘—_I

valhd From: b 21 0 o0, 2uld

iClick here to view certificate prope.,.!
' | WILSON.MICHAEL.P.10150..
| Issuer: DOD CA-29

. Valid From: 6/13,/2012 to 6/6/2014

| 0K || Cancel

Figure 9. Selecting Authentication certificate

6) Once the RAPIDS Self-Service webpage opens for you, select the “<Activate PIV
certificate>” for the “persona” you now want to use. A “persona” is the identity of the
specific CAC for which you are trying to expose the PIV Auth certificate, such your military
(mil), civilian (civ), contractor (ctr), or other persona



IMPORTANT NOTE: The reason for activating the PIV Authentication certificate is that each
dual persona user must use the PIV Auth certificate to authenticate to Enterprise Email. As a
dual persona individual, you will always use this certificate to authenticate to Enterprise

Email.
YA L == o e D C A Fd O e ORI E

Beta Feedback gl l 1D Cord Office Locator I Contact Us l Heb (7) 1]

- ' -
CAC Maintenance Sponsor's Family Members
P ~ Contact Information Contact Information & ID Cards
.=| Donald R. Greenlee JR Edit Contact Information Add a Family Member
B~ | Email: donald.r.greenlee.mil@mail.mil
Donald R. Greenlee JR (" XYZ  Greenlee (spouse) i
Affiliation Agency/Department Card Expires Residential Address __Edit Contact Information )
Reserve Ari 2017)an15 Sponsor's Category
End Date UNKNOWN Reserve
Personnel Condition
® On Active Duty
M O —]An.lvate PIV cestificate @ Mailing Address Relationship Condition
(?) © None Provided None
)@ Addpcconuen | @ i Card Issued  Card Expires
Telephone 2009Mar26 2013Mar25

Generate 1172-2 @

Card Type e
N J Personal Email Address DD FORM 1173 _Replace ID Card]

i You have consented to have the DoD or VA [1] CARD IS EXPIRED,
5 Donald R. Greenlee JR send email notifications to you regarding
3 your benefits, )
S H Id.r. lee. il.enil
Email: donald.r.greenlee.civ@mail.mil donald.r.greenlee mil@mailmil
o & Card
Affiliation Agency/Department Expires
Givil Service (DoD and Uniformed Army 2018Feb01
Service)

End Date UNKNOWN

oo 10 (e o J Q-

J@ Add PCC on UPN J@
Generate 1172-2 @
e =
Figure 10. Select the correct CAC and click “Activate PIV Certificate”

7) Once you click “Activate PIV certificate” you will get a confirmation screen. Click the
<Proceed> button.

RAPIDS Self-Service

Beta Feedback yie I ID Card Office Locator l Contact Us l LA@) Los ot

Sponsor ID Cards Activate PIV Certificate

I%mmn 7 B
ST resz018 Reading CAC for Activate PIV Certificate

To activate the PIV Authentication certificate, information must be read from your CAC.
The PIV Authentication certificate was added in support of FIPS 201. This certificate, in

m

PE— oL conjunction with the PIV End Point applet, allows access to federal websites which require

GONALD RANON PIV authentication.

— This can take several minutes.

% @ Please do not refresh the screen or click the browser's back button.

e VkaACand [ Proceed ll Cancel
L / 4
r‘ st e Gov e ]AN2017 —1
{iieres,

Figure 11. Ready to activate PIV Authentication cert



The Java applet will read the CAC.

Sponsor ID Cards Activate PIV Certificate

Reading CAC for Activate PIV Certificate

Civities To activate the PIV Authentication certificate, information must be read from your CAC.

Ty The PIV Authentication certificatg et e e e e s
Foleresol websites which require PIV auth
H o,
This can take several minute Reading data from CAC ... 0%
Please do not refresh the screen|

yth the PIV End Point applet, allows acces

GREENLEE JR,
DONALD RAMON

JAN2017

—
{miimed

cny
ey

GREENLEEJR,

Figure 12. Reading data from the CAC — 0%

8) The Java applet from the DMDC ID Card office software will appear and ask for confirmation
to execute the applet.

Do you want to run this application?
ID Card Office Online Applet

Name:
& Publisher: UMNKNOWN
Locations: https: /fwww.dmdc.osd.mil

https:/fpki.dmdc. osd. mil
Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
More Information
Select the box below, then click Run to start the application

(7] ¥ adbept the risk and want to run this application.: | Run ][ Cancel

Figure 13. Accepting the Java applet



Check the box for “I accept the risk and want to run this application” and then click "<Run>". to
continue when you get the pop-up screen.

Once the Java applet executes, the portal will verify that you want to expose the PIV certificate
and update the CAC.

22 RAPIDS Self-Service
111 (@011 75 Card Office Online

Sponsor ID Cards Activate PIV Certificate

e A S

PIV Information

To activate the PIV Authentication certificate, click 'Update CAC'.

l Updamcmll cancel |

GREENLEE Ji
DOXALD RAMON

:\K‘. _ﬁ:‘j:\:
Wimns
GREENLEE IR,
naNal N RadAN

Figure 14. Confirm you want to update the CAC

9) DO NOT REMOVE THE CARD FROM THE READER. It can sometimes take a few minutes
for the application to read all the details and then updated the CAC, exposing the
certification. Be patient.

L7 U aru Wince Unnnue

e recdback e | ©cwgoticetoatsr | d

Sponsor ID Cards

Act
e Al S

" FEB2018

PIV Information
il To activate the PIV Authentication certificate, click 'Update CAC'.
& wpeere) e ) |
T Starting request to Post Issuance

0%

DONALD RAMON

Portal...

Figure 15. Starting PIV Activation request to Post Issuance Portal



10) The application will walk through the process, contacting the portals necessary to complete
the process.

Sponsor ID Cards Activate PIV Certificate
i

PIV Information

Tt To activate the PIV Authentication certificate, click 'Update CAC'.
nv-”",_' 4 Updiste CAC Gl
leresor

GREENLEE IR,

Submitting request to the LCM User
P Portal...
-—

33%

" JAN2017

o )

Figure 16. Request to the LCM User Portal

There may be occasions when you will need to re-enter your PIN for your CAC. This is normal.

Sponsor ID Cards Activate PIV Certificate
T il el

PIV Information
Shes. To activate the PIV Authentication certificate, click ‘Update CAC'.
by
P S Connecting to the TCD User Portal... 44%
DONALD RAMON
—
.'P

GREENLEE IR,
DONALD RAMON

Figure 17. Enter CAC PIN

The application will continue and will activate your PIV Authentication certificate.

Sponsor ID Cards Activate PIV Certificate
s

m‘mﬁ PIV Information

Civiinasy To activate the PIV Authentication certificate, click 'Update CAC'.
update CAC caneet. )

GREENLEEJR, Activating PIV authentication
DONALD RAMON

— certificate...

%ﬂ* e —

erEaa can

e

Bt
oSt

Figure 18. Activating PIV Authentication Certificate



11) The application will continue and will complete the activation of your PIV Authentication
certificate. When finished, it will notify you that the update is complete.

PV/ALLLLAS Y UL

Sponsor ID Cards Activate PIV Certificate

Read CAC Update CAC Confirmation

TR res2018 l Your CAC has been successfully updated. I

Cifaa PIV Information
ey 7
itresoL
GREENLEE JR,
DONALD RAMON

The following actions were taken on your CAC:

The PIV Authentication Certificate was activated on your CAC.

Home J

rwm;....a..-...... JAN2017 *‘

inas,
Figure 19. Confirmation the CAC has been updated

12) Once the CAC update is complete, remove it from the reader.

NOTE: If the “Activate PIV Authentication Certificate” update process failed to run, or the update

failed, the user will need to visit their local Defense Enroliment Eligibility Reporting

System/RAPIDS (DEERS/RAPIDS) office to obtain a new CAC because the current CAC is too
old and does not contain the PIV AUTH certificate.

4 Step 3: Make the Certificates Available to Windows
1) Insert your CAC back into the card reader.

2) 2) Open ActivClient by double clicking the CAC icon in the system tray (bottom right corner
of the screen).

/" Trusted sites | Protected ModeN@l-tivClient Agent - Smart Card Inserted
@ - z W ¢ '3 7:31PM

Figure 20. Launching ActivClient



3) Inthe ActivClient menu, open <Tools> -— <Advanced> -— <Forget state for all cards>.

==
K3 ActivClient - |
ﬂ . File Tools | Help
B @ ﬁ 3( New Card.., ‘ @
4% Change PIN... Ctrl<E :
4 % Tasks View : =y Y_E‘
¥ Unlock Card... -; m
My Certificates Tasks | @ c;l
G View my certifica Reset:Card,.. mart Card My Personal
& Import a certificz View Unlock Code... Info Certificates Data

M%_ Advanced bl Configuration...
R A Fetn s Make Certificates Available to Windows
Publish to GAL

Log File Options...

Help Tasks Forget state for all cards
@ Get help on using this software
Figure 21. Forgetting state for all cards

4) Now, double click <My Certificates>. This will force the card reader to re-read the card.

I

. File Edit View Tools Help

AN e Q8 m-

« % T?sks View v X @ @
My Certificates Tasks - =
G View my certificates Smart Card Personal
& Import a certificate Info Data
My Personal Info Task ~ —-‘/‘ N
{2 view My Personal Info J HJ\
5

Figure 22. Opening My Certificates



5) Ensure that four certificates are displayed, one of which is the "PIV AUTH Certificate" like
the example below.

File Edit View Tools Help

QAN R OB T OO

« & Tasks View - x| ﬁ r‘% ‘ﬁ;
My Certificate Tasks " o i, )

[= View this certificate BARCLAY.P... BARCLAY.P... BARCLAY.P., Faai@ B A2
x Delete this certificate L5, Govern... W5, Govern,., U5, Govern.., I8 A0 2E 2
LL.115568595
@ Import a certificate e IS, L
@ Export this certificate... Government KLJ
PIV
Authenticati
Smart Card Tasks - on Certificate

%" Change my smart card FIN

Figure 23. Verifying all four certificates are visible

NOTE: If the PIV Authentication Certificate is not displayed in this step, activation did not
succeed. The user will need to visit their local DEERS/RAPIDS office to obtain a new Common
Access Card because the CAC is too old and/or does not contain the PIV Auth certificate.

5) In the ActivClient menu, select <Tools> -— <Advanced> -— <Make Certificates Available to
Windows >.

7 o e e — ;
. File Tools | Help

@ ﬁ /\ New Card... @ @

: g Change PIN... Ctrl=E -
€ % Tasks View ‘ - =
My Certificates Tasks | o 0" - Lg |
y
(G View my certifica Reset Card... bhart Card M -
4 Y . .)'
@ Import a certificd View Unlock Code... Info Certificates Data

MM [ Advanced J Configuration...
| View My PerSonarimro l

Make Certificates Available to Windows
Publish to GAL L
Log File Options...

Help Tasks - Forget state for all cards

W Cat haln Aan nicina thic cafhaara

Figure 24. Making certificates available to Windows

IMPORTANT NOTE: The reason for activating the PIV Authentication certificate is that each
dual persona user must use the PIV Auth certificate to authenticate to Enterprise Email. As a
dual persona individual, you will always use this certificate to authenticate to Enterprise
Email. The email certificate will still be used for signing and encrypting email. The PIV Auth
cert is for authentication only!

NOW, REPEAT THIS PROCESS FOR YOUR OTHER CAC...



5 Why is the PIV Authentication certificate required?

The use of PIV Authentication certificates is required in order to distinguish between two
different accounts (for each persona) of a given individual. This normally occurs whenever a
DoD individual has two active CACs, either physically has two CACs or when the Defense
Manpower Data Center (DMDC) records indicate that two CACs for the individual are both still
valid (because a ‘termination’ transaction for the first one has not been received before the
‘issue’ transaction for the second one was processed). For example, a civilian who retires on
Friday and returns the following Monday as a contractor will often get their new CAC on Monday
(or sometimes even the week before) yet the retirement transaction from the civilian personnel
system doesn’t complete and flow across to DMDC until later that week. In this case the system
indicates the individual has two CACs and two personas for a few days. The issue does not
depend on having the same DoD organization for both CACs, it only matters on the electronic
records indicating that two (or more) CACs are still valid for the individual (regardless of their
organization). It also doesn’t matter whether one persona was in an organization that is not
using DEE. The PIV Auth cert is necessary to distinguish between the two personas of the
individual.

6 What can be done to make the PIV Authentication requirement “go away”?
You can’t. The important phrase to understand is “Once PIV Auth, always PIV Auth”.

Once an individual is required to use the PIV Authentication certificate to authenticate to
enterprise services provided by DISA, the user will always be required to use the PIV
Authentication certificate, even after they only have one CAC. The enterprise system can
identify when a duplicate entry exists, and so both records are changed from using the email
certificate to using the PIV Authentication certificate (because the credentials provided by the
email certificates of an individual are identical and the system cannot distinguish between them
using the emalil certificates). When a particular records goes away, the system doesn’t run
through all 4.3 million other records trying to find a related record that has the same beginning
portion of the electronic credential, and then figure out how to “reset” the remaining record.



